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Overview

This document will describe the steps needed to build and deploy a Composite
Ul Application (CAB) based software package using Click-Once technology. This
document will describe the process as it applies to c# applications. While the
process is similar in VB.net, | will leave it up to you to convert where applicable.

Prerequisites
To use this document you should have the following steps completed.

1. A project build using CAB (written in c#) should be free of build errors.

2. Have access to the ManifestManagerUtility.exe which can be found in the
Click Once Community Resource Kit here:
http://www.gotdotnet.com/codeqgallery/releases/viewuploads.aspx?id=941
d2228-3bb5-42fd-8004-c08595821170

3. Have access to a Certificate Authority whose root certificate is trusted on
the domain.

4. Have access to a test client system. A virtual machine is fine for this as
long as the operating system is the same as the majority of your users.
You can also use your development machine if you don’t have an extra
PC, but the effects are more explanatory if you actually use at least
VirtualPC or VMWare (both are free).



Preparing the Application

Applications built using CAB do not contain references to their modules. While
this plays well into the loosely coupled architecture of CAB, it does not support
the Click Once notion that all files needed are referenced by the project. To
combat this we will first let Click Once do its thing as far as publishing and
signing goes. After that we will make some changes, and then be ready for the
actual deployment.

Since we will be letting Visual Studio publish, and then we will modify the
published information, it makes sense to publish to somewhere that is not public.
That way we can stage the publish, make our changes and then copy the
completed publish to a live location. This will prevent a user from getting the
changes pushed before we are able to make our needed changes.

To make things more entertaining | am going to describe a scenario where we
want more than one version available of our application. We will prepare a
production release and a development release. Each will live in its own
deployment directory (dev and prod) and will be maintained separately. The
applications will be available offline as well as online. Meaning that if the network
goes down the application can still launch. It will be up to you to provide for this in
your application, but suffice it to say that we will allow for simple offline data
collection.

Turn On Click Once

The first step is to tell Click Once of the permissions you will need for this
application. This is no easy decision as there are many factors that go into each
item. For the purposes of this document, we will be creating a full trust
application. This means that our application will have access to write to the
registry, the hard drive, have network access, etc. While we could restrict the
application to only allow the items it needs, doing so would make this document
extremely large, so we will keep it simple.



Setting the Trust Level

Right click the Properties folder in the shell project and select Open. Then click
the Security Tab.

Application
Configuration: IN,I'A j PlatFarm: INII'P. j
Build
Specify the code access security permissions that wour ClickQnce application requires in order to run,
Build Events Learn more sbout code access security. ..
Debug ¥ Enable Clickonce Security Setkings
' This iz a full trust application
Resourees " This is a partial trust application
Settings —ClickOnce Security Permissions
Zone your application will be installed From:
Reference Paths el T e j
Signing Permissions required by the application:
Permission | Setting | Included |~
Security - s
Publish FileDialogPermission (Zone Default) ﬂ f)
FileIOPermission (Zone Default) j
\ IsolatedstorageFilePermission (Zone Default) j 3
ReflectionPermission (Zone Default) ﬂ f)
RegistryPermission (Zone Default) j -
Zalzulate Fermissians | Properties.., ., | Resek |
Adwanced. ., |

Put a check in the ‘Enable ClickOnce Security Settings’ check box. Also, select
‘This is a full trust application’. This tells a client computer that the program will
want to do all kind of fun things to the clients computer. The computer in
response will let the user know of the danger. We will later be signing this code
and setting up a trust so that the client computer trusts our code and doesn’t
bother the user.



Setting the Publish Point

The next thing we need to do it setup a publish point. We can do this with a file
share, an IS virtual on a web server, an FTP, etc. For the purposes of this
document we are going to use a file share. If you would like to use IS because
you want to hook the http headers and do silly things like that, you can just
change the UNC path that we will use with an http path.

It is important to remember that our publish point is private so that we can make
changes to the deployment before issuing it for public consumption. With that in
mind, lets create a couple of directories. Using the famous Noble Nomenclature
(sometimes called Nobleclature, or lazyclature), | will create two directories as
follows:

1. c\1Deploy_ DEV

2. c:\1Deploy_PROD
The 1 makes these stay at the top of the folder listing and also makes you think
of yourself as number 1 when you type it <grin>.

The next step is to create shares for these. This is where the UNC path stuff
comes into play. | will right click and share these folders as
\\machinename\DeployDEV and \\machinename\DeployPROD.

Now that we have our publish points created, it's time to tell Visual Studio and
Click Once about the drop locations. We will be working on creating a Click Once
deploy for production first.

Right click the Properties folder in your shell project and select Open. Then
select the Publish tab.



Application

Configuration: IN.I'F\ j PlatForm: IN,I'F\ j
Build

Publish Location
Build Events
Publishing Location {web site, ftp server, or file path):

Debug i1 jnoble\DeplayDEY) j |

Installation URL (if different than above):

Resources
| =
Settings
Install Mode and Settings
Reference Paths " The application is available online only Application Files. . |
Chi % The application is available offline as well (launchable from Start menu) Prerequisites. .. |
Security Updates... |
Opkions. .. |
Publish* £
Publish Yersion
Iajor; Minor: Build; Rewvision:
f1 [o jo 5

v Automatically increment revision with each publish

Publish 'Wizard. .. | Publish Mo

Type in your UNC path into the Publishing Location and then select ‘The
application is available offline as well (launchable from the Start menu)’. | am
selecting this instead of online only, because my application will allow people to
use it in an offline mode. | also don't like to tie all of my users to a network
resource. Lets say | used a Publish location of
http://myintranet/myapplication/hello.application. If the web server that hosted
this resource were to go down, nobody would be able to launch my application.
Remember that my network is up and running, it’s just that one box that went
down (not that IIS EVER has trouble). For this reason, | use unc paths. | can
have my installation files hosted on a box that is mission critical. If that box goes
down, my application is probably un-useable anyway. In addition to this, | like to
allow for launching even if the network is down. | can collect data in an offline
mode, and then batch import it when the network comes back. This makes me
happy, and this is what | shall do <smile>.

Your version will start out at 1.0.0.0 and will increment automatically (as long as
the checkbox is checked) with each publish. Notice that mine shows | have
published 4 times already and am ready for publish 1.0.0.5.



Checking and Fixing Application Files

Next we move on to the Application Files Button. Clicking it will reveal a couple of
problems for CAB.

The First problem is the ProfileCatalog.xml file. This file gets incorrectly marked
as a data file. As such it won’t be available to CAB after it deploys. Make sure
you change the publish status to ‘Include’ for this file. | changed all of them to
include, but | really am not sure what the effect of this is as opposed to Include
(Auto). | just don’t trust most things that claim to be automatic. Look at Martin
Gramatica, he used to be called Mr. Automatica and look what happened to him.

Application Files

K0

Microsoft.Practices.Enterpriselibrary.... | Include {Required)

Microsoft.Practices.Enterpriselibrary.... | Include {Required)

5

K0l

Microsoft.Practices.EnterpriseLibrary.... | Include {Required)

5

Microsoft.Practices.Enterpriselibrary.... | Include {Required)

[

Microsoft.Practices.Enterpriselibrary.... | Include {Required)

Microsoft.Practices.EnterpriseLibrary.... | Include {Required)

Microsoft.Practices.EnterpriseLibrary....

Microsoft.Practices.EnterpriseLibrary....

Microsoft.Practices.ObjectBuilder.dll

K K K K [N

ProfileCatalog.xmil

. UIExtensionAdapters.dil Include {Required)

-
r peseral |
[ o | cod |

The next thing to notice is that in the list of applications, you don’t see ANY of
your CAB modules you worked so hard on. This is because Click Once only
see’s the output files in the project and the project references. This will not work
for us. We will go ahead and leave it this way for now. We will even publish it this
way, but then we will add the missing files (more on that later).



Changing Our Options

After clicking OK we need to click on the Options Button. In this dialog we need
to change the Publisher name and Product name. The product name is the name
that will be displayed on the start menu after this application deploys. It does not
however tell click once that this is a different installation. In other words, just
changing the Product name here and re-deploying will not result in two start
menu icons. The start menu WILL use this name, but ClickOnce will still treat
these builds as if they are the same. Deploying the second time will overwrite the
existing start menu item. We will cover how to avoid this later. | just wanted to
point out that this is the name that goes on the start menu and nothing more.

Publish Options

Publish language:

21x]

|(pefaul)

Publisher name:

=~

I'fu:uur Campany Mame Here

Product name;

IM';.f Product - Developrment|

Suppork LIRL:

Deployment web page:

I j Erowse, .. |

Ipul:ulish.hl:m

v Automatically generate deployment web page after every publish

r Cpen deployment web page after publish

™ Black application from being activated via a LURL

¥ Use " deploy" File extension

™ allow URL paramekers to be passed to application

™ ForcD installations, automatically stark Setup when CO s inserked

v Yerify Files uploaded to a web server

Ik I Zancel

| also unchecked the Open deployment web page after publish. | don’t like being

spammed by browser windows from Visual Studio.

10



A Word on Developing

While you develop | recommend using a test certificate. You can even install the
certificate as a trusted publisher if you like. This will allow you to work on the
project without knowing the real certificates password. Once you are ready to
deploy then you can create the real certificate and deploy in a trusted manner.

Signing the Manifest?

Ok, here is where the really confusing stuff happens. This is going to get really
really hard. Did | scare you? Oh well. This stuff is actually quite simple, but it is a
lot to go through. | do promise you that once you go through this a couple times,
you will be able to do everything in this document in a matter of minutes. It just
takes a lot to explain it in detail. | will do my best. The following is an explanation
of how the digital signing works and why we need it. Once you understand that,
then I'll go through how to do all the wacky junk we just explained. So .... On with
the junk.

Certificates

Most of the articles you will read talk about getting a certificate from a trusted
authority (like Verisign, or Thawte). If you are planning to deploy your application
in your intranet (like | am) and your remote users will have access to your local
network (your remote users VPN into the corporate network) like mine do. Then
you really do not need to purchase your certificates. What you will need is a
Certificate Authority (CA) installed within your domain. You will also need to run
the CA on Windows Server 2003 Enterprise edition. Without Enterprise edition
you will not be able to make the needed templates for use with ClickOnce. |
installed my CA in a VMWare virtual machine but you can use a spare box (I just
didn’t have one readily available). Installing a CA is outside the scope of this
article, but I will give you an abbreviated version that worked for me. Make sure
you check with your Administrator to see if this is the correct setup on your
network. Ok, | warned you! You get to the CA installation from the Add Remove
Programs and click the Add Remove Windows Components button on Windows
Server 2003 Enterprise Edition.
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Creating your own CA

Windows Components Wizard

Windows Components
You can add or remove components of Windows.,

Tao add ar remave a companent, click the checkbox. A shaded box means that anly
part of the component will be installed. To zee what's inclided in a companent, click

Detailz.
Compaonents:
] ..ﬁ.ccessuries and Utilities 49 mMBE ﬂ
. ﬁ.ﬁ.ppllcatlnn Server 334 MB
“2 Cerlific vices 1.4 MB

|:| ) E-mail Services 1.1 ME
[ &4 Faw Semvices 7TOmMp T

Description:  Inztallz a certification autharity [CA] bo igzue certificates for uze with
public key security programs.

Total dizk space required: 3.4 MB Details |
Space available on disk: E&10.3 ME a—

< Back I Hewt > I Cancel | Help |

We already had a CA on our network so | made this a subordinate CA. Your
administrator will have to make sure that your CA is trusted as a Root
@ Certificates - Current User
' =- I:l Personal
1 (L] Certificates
El I:l Trusted Rook Certification Authorities

..... a ettificakes




Creating a template that works!
Then you can create a new template for the CA.

Mame | Intended Purpose

acwe Signing Code Signing

Directory Email Replication Direckory Service Email Replication
Domain Controller Authentication Client Authentication, Server Authenticatio. ..
EFS Recovery Agent File Recowvery

Easic EFS Encrypting File Syskem

Domain Controller Client Authentication, Server Authentication
Web Server Server Authentication

Computer Client Authentication, Server Authentication
User Encrypting File System, Secure Email, Clien...
Subordinake Certification Authority <all=

P.dministratnr Microsoft Trust List Signing, Encrypting File. ..

=13 Certification Authority |
E@ L Futharity
i[] Revoked Certificates
(L] Issued Certificates
(2 Pending Requests
(L] Failed Requests

| = tificate Templates

Some names have been hidden to protect the innocent. As you can see from the
above, the CA already has a Code Signing template (you may have to add it
manually to the list of available templates). The problem with this one is that the
private key is marked as not exportable. We will need the private key information
to create one of the files we need for ClickOnce. There is no way to edit the Code
Signing template. However, you can create a copy of it and change whatever you
need on the copy. Then you can use that new copy to create what we need. To
do all this mumbo jumbo you will need the Certificate Templates snap-in.

Here is a look at the existing code signing template (ignore the one | blocked out,
it was requested by my employer).

13



Template Display Mame 4

| Minimurn Supporked Chs

| Yersion | Aukoenrollment

.ﬁ.clministratcur Windows 2000 4.1 Mot allowed
.ﬁ.uthenticatecl Session Windows 2000 31 Mat allowed
Basic EFS Windows 2000 31 Mot allowed
C.ﬁ. Exchange Windows Server 2003, En...  106.0 Mot allowed
CEF‘ Encrypkion Windowws 2000 4,1 ot allowed
%Eecle Signing Windows 2000 3l Mok aIIew@
Compuker Windows 2000 5.1 Mot allowed
Crcuss Certification Aukharity Windows Server 2003, En,.,  105.0 Mok allowed
Directcur';.f Email Replicakion Windows Server 2003, En.,.  115.0 Allowed
Demain Controller Windows 2000 4.1 Mot allowed
Demain Controller Authentication Windows Server 2003, En... 11000 Allowed
EFS Recovery Agent Windows 2000 6.1 Mot allowed
Enrellment fgent Windows 2000 4.1 Mot allowed
Enrellment agent {Computer) Windowws 2000 5.1 ot allowed
Exchange Enrollment fgent (OFfline request) Windows 2000 4,1 Mok allowed
Exchange Signature Cnly Windows 2000 .1 Mok allowed
Exchange User Windows 2000 7.1 Mot allowed
IF‘SEC Windows 2000 g8.1 Mot allowed
IF‘SEC (OFfline request) Windows 2000 7.1 Mok allowed
keyw Recovery Agent Windows Server 2003, En.,.  105.0 Allawed
RAS and TAS Server Windows Server 2003, En... 101.0 Allowed
Rcu:ul: Certification Autharity Windows 2000 5.1 Mot allowed
Rcuuter [OFfFline requesk) Windows 2000 4,1 Mok allowed
Smartcarcl Logan Windows 2000 6.1 Mot allowed
34 5martcard User Windows 2000 111 Mok allowed
Suhcurclinate Certification Authority Windows 2000 5.1 Mot allowed
Trust Lisk Signing Windaws 2000 31 Mat allowed
Llser Windows 2000 31 Mot allowed
Llser Signature Onlky Windows 2000 4.1 Mot allowed
'-.-'-.-'el:u Server Windows 2000 4.1 Mot allowed
'-.-'-.-'erkstaticnn futhentication Windows Server 2003, En.,,  101.0  Allowed

Notice that some of the icons are grayed out. This is because they are not

editable. We can only edit the new type of certificates that we make. So to do
that, just right click the Code Signing template and duplicate it.



Windaws 2000 Mok allowed
Duplicate Template windows 2000 Mot allowed
Windows Server 2003, En... 1050 Mok allowed
Windows Server 2003, En.,.  115.0 Allowed

all Tasks

1 Properties Windows 2000 4,1 rok allowed
Dn:nn' Hel Windows Server 2003, En.,.  110.0 Allawed
Ercc Elp [ P T TuTn ] | O T S | |

This is where we can change the things we need. Duplicating the template opens
up the Properties of a new template dialog box. The first thing to do is change the
name and how long the certificate will be valid.

Propetties of New Template 7] ]

|zzuance Feguirements I Superzeded Templates I E stenzions I Security
General I Fiequest Handling I Subject Mame

Template dizplay name: ﬂ'\

T ruzted Code Signing |I

/|

Minimurn Supported CAs “Windows Server 2003, Enterprize Edition

After vou apply changes to thiz tab, you can no longer change the template
Harme.

Template name:

IT ruztedCadeSigning

Walidity period: Benewal period:
G 2 I_I,Iears j) I E Iweeks j

[ Publish certificate in Active Directany

™| Do not autematizally reennall it & duplizate cerificate exists in Active
[irectary

] | Carnicel I Apply
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Then click the Request Handling tab. This is where we tell the template to allow
exporting of the private key.

Properties of MNew Template i |
|zzuance Requirements | Superzeded Templates I E stenzions I Security
General Request Handling | Subject Marme
Purpoze: I Signature j

™| Archive subject's encipption private kep
I™ | Inelude symmetic algorithme allowed by the subject

" Delete revoked or expired certificates [do not archive]
Mirirmum key size: |1I324 'I

('7 llove private key to be exported )

Do the following when the zubject iz enrolled and when the private key
azsociated with thiz certificate iz uzed:

£+ Erroll subject without requiring any uzer input

£~ Prompt the user during enrollment

Prarmpt the wzer during enrollment and require uger input when the
private key is uzed

To choose which cryptographic service providers CoPs |
[C5Ps] should be used, click C5P:. I

(] 4 | Cancel I Apply |

Then just click ok to add the template.

What we just did was created a certificate template. That means that once we
add this template to our server, you will be able to request a certificate based on
this template. This certificate will then be applied to our manifest, digitally signing
it to prevent tampering. So next we add the certificate to the CA.

16



Adding our new certificate to the CA

All we have to do is right click our Certificate Templates folder in our CA (not in
the Certificate Templates snap-in, this time it’s back in the actual CA snap-in in
the templates folder). Select Certificate Template to Issue.

EIE;;] Cetbification Aukhory | |
El@ authority
[T REvokEd Tertificates
(L] Issued Certificates
[Z Pending Requests
(L7 Failed Requests

: Certificate Templates
@ Certificate Templates Manage

Wigw 4
e Windaw Fram Here

Mew Taskpad View. ..

Refresh
Expaort Liskt...

Help

In the list provided, select the template that you just created.

M Enable Certificate Templates llil
Select one or more Certificate Templates to enable on this Certification
Autharity

M ame | Intended Purpoze il
Router [Offline request) Client Authenticatic
Smartcard Logon Client Authenticatic
Srmartcard User Secure Email, Cliet
Trust List Signing kicrozoft Trust Lisl
C Truzted Code Signing Code Signing
-@ U=zer Sighature Only secure Email, Cler _
| iFven PRI T P . . — T o .
J | _*I_I
] I Cancel |

Now restart your CA service and you are ready to use the new certificate!
E Certification Authority | I

kark Service

e Window From Here

Stop Service

17



Certificate Files

What the heck is a .cer and a pfx file?

A .cerfile is a certificate file. It may or may not contain an exportable private key
(ours will). The pfx file is a private key file we can use in ClickOnce to sign our
manifest. While there is a TON more to tell about certificate files, | want to keep it
simple. People seem to get overwhelmed, so | am going to keep it very simple.
You only need to know that we are going to sign our manifest with the .pfx, and
we are going to use the public key out of our .cer to make our clients trust us as
publishers.

What is a publisher and who is the root?

One of the most common questions | get is, “I don’t understand the whole root
and publisher thing, can you explain it?” In a nutshell, there are three players
involved in a trust situation. Imagine that | am your friend. You trust me implicitly.
If | give you some software and tell you that it is safe to install, then you would
trust me (hopefully). However, if you just met somebody in a back alley and they
told you to install some software would you trust it? How about if that same
person told you they signed it, would you trust it then? The answer should be a
resounding NO! You don’t know that person and you cannot trust that just
because they say it's ok that it really is. Even though they signed it, who are they
to you? Get it? Now if they gave me the software and | told you yes it’s ok to use,
then you once again could trust it.

This is exactly how all this stuff works. The thing that gets confusing is when you
are the CA, the developer and the client (when you test the application). To keep
things straight, as you do each step you should imagine yourself working for
some other department. The CA is the one you trust. Your Administrator in your
environment has configured your network and all of the computers on it to trust
the CA. This certificate should be visible in the Trusted Root Certificate
Authorities folder in your local client machines certificates snap-in. If it isn’t talk to
your admin and make sure it gets propagated. If you installed a subordinate CA
your users will only need to trust the main CA as long as everything is configured
correctly.

Notice in the Trusted Root Certificate Authorities folder is certificates for Verisign
and other trusted root certificates.

18



Issued To /

| Issued B

| Expirakion Date

| Intended Purposes

[Elthawte Primary Root Ca
EThawte Server Ca
[E Thawte Timestamping C4

[E rrustis FPS Ract Ca

EuTh - DaTACorp 560

(2 Certificates
(21 Trusted Root Certification Authorities

EIUTH-USERFirst-Hardware

EUTN-USERFirst-Object
D Enterprise Trust

(21 Intermediate Certification Authorities
[:I Active Directary User Object

(23 Trusted Publishers

(2 Untrusted Certificates

(2 Third-Party Root Certification Authoriti
(23 Trusted Peaple
[ ] Certificate Enroliment Requests

VeriSign Trust Mebwork,
VeriSign Trust Metwark,
VeriSign Trust Metwork
VeriSign Trust Metwork
VeriSign Trust Metwork
|v'eriSign Trust Mebwork.
VeriSign Trust Mebwork,

WeriSinn Trock Mlabanrk

[ElThawte Personal Premiarm Ca
[E Thawte Premium Server CA

[E Trusted Certificate Services

EATORKTRUST Elektronik Islem Hizme...
EATORKTRUST Elektronik islem Hizme....
[EITURKTRUST Elektronik Sertifika Hiz...
EITURKTRUST Elektronik Sertifika Hiz...

EJuTn-USERFirst-Client Authenticati. .
[EUTH-USERFirst-Hetwork Applications

VeriSign Class 1 Public Primary Cer...
VeriSign Class 2 Public Primary Cer...
VeriSign Class 3 Public Primary Cer...
VeriSign Class 5 Public Primary Cer...
VeriSign Class 4 Public Primary Cer...
VeriSign Cammercial Software Publ,, .
VeriSign Commercial Software Publ,, .
VeriSign Individual Software Publis...
VeriSign Individual Software Publis...
VeriSign Time Skamping Services C&

VeriSign Tirne Skamping Services Si..

Thawte Personal Premium CA
Thawkte Premium Server Ch

thawte Primary Root CA
Thawte Server CA
Thawte Timestamping CA

Trusted Certificate Services

Trustis FPS Roat CA

TURKTRUST Elektronik Islern Hizmetleri
TURKTRUST Elektronik islem Hizmetleri
TURKTRUST Elektronik Sertifika Hizm. ..
TURKTRUST Elektronik Sertifika Hizm. ..

UTH - DATACorp SGC

UTN-USERFirst-Client Authentication...

UTN-IISERFirst-Hardware

UTN-UISERFirst-Metwork Applications

UTN-IJSER First-Object

WeriSign Class 1 Public Primary Certifi...
WeriSign Class 2 Public Primary Certif;
WeriSign Class 3 Public Primary Certifi...
WeriSign Class 3 Public Primary Certifi. ..
‘erisign Class 4 Public Primary Certifi. .
Werisign Commercial Software Publis. .,
Werisign Commercial Software Publis. ..
WeriSign Individual Software Publishe. ..
WeriSign Individual Software Publishe. ..

Thawte Timestamping CA

WeriSign Time Stamping Services CA

‘Werisign Trust Metwork,
WeriSign Trust Network
WeriSign Trust Mebwork
WeriSign Trust Mebwork
WeriSign Trust Mebwork,
WeriSign Trust Network
‘Werisign Trust hetwork,

WeriSinn Trick Mehianrk

12}31/2020
1243112020
7/16(2036
12{312020
12}31/2020
12}31/2028
1j21/2024
9/16/2015
3f22(2015
9/16/2015
3f22{2015
6f24/2013
7f9jz019
7iajz019
7fajz019
719j2019
7/16/2036
7/16/2036
7/16/2036
7/16/2036
7/16(2036
1243111999
1/7{2004
12}31/1999
1/7/2004
12}3/2013
12{3}2008
5(18(2018
a/1/2023
5/18/2018
&/1/2023
5/18/2018
a1/202a
f1/2025
AR

Client Authenticatio
Server Authenticatiol
Server Authenticatiol
Server Authenticatiol

Time Stamping
Server Authenticatiol
Server Authenticatiol
Server Authenticatiol
Server Authenticatiol
Server Authenticatiol
Server Authenticatiol
Server Authenticatiol
Secure Email, Client
Server Authenticatiol
Secure Email, Server]
Time Stamping, Codg
Client Authenticatio
Code Signing, Client

Code Signing, Serve
Server Authenticatiol
Code Signing, Serve
Secure Email, Code
Secure Email, Code
Secure Email, Code
Secure Email, Code
Time Stamping

Tirne Skarnping

Secure Email, Client
Secure Email, Client
Secure Email, Client
Secure Email, Client
Secure Email, Client
Secure Email, Client
Secure Email, Client

Serire Froail Clisnk

These are your friends in the explanation above. If any root certificates in this list
say software is safe to install, then your computer will trust them. Now, we are a
trusted root as well (well at least the CA is).
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What happens if we are not trusted?

We do have the ability to sign our manifest with our Code Signing template that
we created and deploy the files using ClickOnce. The problem is, that if we are
not a Trusted Publisher, the end user will be prompted with a warning:

Application Run - Security Warning 5[
--.'j;
Do you want to run this application? ,ﬂ'{’

E=H iLED Launcher
Fraomm: %' jnoble’iLEDLauncher

Publisher:  Jeffrey Noble

Run | Con't Run I

while applications From the Internet can be useful, thew can potentially harm wour
computer, IF wou do nok trusk Ehe saurce, do nak run Ehis safbware, Mare Informakion. ..

While this dialog box would normally be ignored by most users, it really should
never be seen. If | want to deploy software within my company, | should be
trusted on the network and on the client machines. We are going though this
portion of the document, to get rid of this warning dialog box. Plus it’s really cool
to see this work as advertised!!

The next thing we want to do is to make ourselves a trusted publisher. That is,
we want to tell our computer, that some developer is trusted by some root
certificate (our CA). We are now the back alley guy who is looking for a trusted
friend to tell everyone on our network that we can be trusted. In Certificates
snap-in under Computer, you can see a folder called Trusted Publishers. We (as
developers) need to be in that folder for windows to trust our install and not warn
us. This is as easy as putting the certificate into the folder, but who is going to do
that? For the sake of keeping it simple, we will do that part manually for this
portion of the article. At the end of this article however, | will describe how to
push this trust out via Group Policy and make this a seamless hands off
operation (with the help of an Administrator friend).
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Generating a Certificate

Now to make sense of all that setup we just created. Time to create a few files.
Open up internet explorer and go to your CA. It should be at

http://yourCAserver/certsrv/.

Welcome

Use this Web site to request a certificate for your Web browser, e-mail client, or other program. By using a certificate, you can verify your identity to people you communicate with
over the Web, sign and encrypt messages, and, depending upon the type of cerfificate you request, perform other security tasks.

IYou can also use this Web site to download a certificate authority (CA) certificate, certificate chain, or certificate revocation list (CRL), or to view the status of a pending request.
For more information about Certificate Services, see Cerfificate Services Documentation.
Selecta task:

Request a certificate

View the status of a pending certificate request
Download a CA certificate cerificate chain or CRL

Click Request a Certificate.
Then click Advanced Certificate Request.

Request a Certificate

Select the certificate type:
User Certificate

Or, submit an advanced cerfificate request.

Next click Create and submit a request to this CA.

Microsofi Certificate Senices — Home

lAdvanced Certificate Request

IThe policy of the CA determines the types of certificates you can request. Click one of the following options to:
Create and submit a request fo this CA.

Submit a certificate request by using a base-64-encoded CMC or PKCS #10 file, or submit a renewal request by using a base-64-encoded PKCS #7 file.

Request a certificate for a smart card on behalf of another user by using the smart card certificate enrollment station.
Mote® You must have an enrollment agent certificate to submit a request on behalf of another user
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Select the certificate template we created earlier. Make sure the Mark keys as
exportable is selected.

Microsoft Certificate Semvices —

Advanced Certificate Request

Certificate Template:

Administrator j

Administrator
Key Options: Code Signing
Basic EFS ]
EFS Recavery Agent ting key set
CSP- [LifeEX Code Signin bvider v1.0 vI
Trusted Code Signins

Key Usage: [|Jgzr
Subordinate Certification Authority
Weh Server

& Automatic key container name € User specified key container name

key Size:

12 1034 2048 4055 5193 18384 )

I Mark keys as exportable
I Export keys to file

" Enable strong private key protection

I Store certificate in the local computer certificate store
Stores the certificate in the local computer store
instead of in the user's cerlificate store. Does not
install the root CA's certificate. You must be an
administrafor fo generate or use a key in the local
machine sfore.

Additional Options:

Request Format: & CMC ¢ PKCS10

Hash Algarithm: ISHA-1 vI

Only used to sign request.

™ Save request to a file

Attributes: -
4 3

Friendly MName:

Submit =

Click the submit button.
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You should then see this page:
Microsoft Cerificate Services —

Certificate Issued

The certificate you requested was issued to you.

E‘_:*“ Install this certificate

***If you do not see this page, you may have a CA setup to manually issue
certificates, all you have to do it go into the snap-in for the CA and right click the
certificate in the pending folder, and issue the request. Then go back to the
website, and check the status of an existing request. You will find the certificate
waiting for you.

Click the Install this certificate link.
Your certificate is now installed in your personal certificate store.

We need to get two files from this certificate, a .cer and a .pfx. First for the pfx.

Exporting the private key

Open the certificates snap-in for the current user.
= Certificates - Current User
- =[] Personal

I | it tificates

In the right hand pane right click the certificate you just installed and select
Export. The following wizard will display:
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Certificate Export Wizard

Welcome to the Certificate Export
Wizard

This wizard helps wou copy certificates, certificate trust
lists and certificake revocation lists From a certificate
store bo wour disk,

A certificake, which is issued by a certification authority, is
a confirmation of your identity and contains infarmation
used to protect data or ko establish secure netwaork:
connections. & certificate store is the system area where
certificates are kept,

To conkinue, click Mext,

< Back I Mexk = I Zancel

Click Next.

24



We want to export the private key as we will need this later.

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private keys are password protected, IF wou want ko export the private key with the
certificate, you must bype a password on a later page,

Do o wank to export the private key with the cerkificate?

C % ‘es, expork the private key )

™ Mo, do not export the private key

< Back. I Mexk = I Cancel

Click Next.
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Leave everything the same for the export file format page of the wizard.

Certificate Export Wizard x|

Export File Format
Certificates can be exported in a wariety of file formats,

Select the Format vou wank fo use:
£ DER. encoded|binary %, 509)(, GER)
£ Base-t4 encoded ¥, 509 (,CERY
€ Cryphographic Message Synbawx Standard)- BKES #7 Certificates (E7E)

I™ | Include all certificates in the certification path it passible

¥ Personal Information Exchange - PECS #12 {,PFX)

[ Include all certificates in the certification path if possible
[¥ Enable strong protection (requires IE 5.0, MT 4.0 SP4 ar above)

[T Delete the private key if the expork is successful

< Back I Mexk = I Zancel

Click Next



Type and confirm a password for the private key in the next page of the wizard.

Certificate Export Wizard

Aedekkookok

********l

Click Next.
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Give a path for the location of the saved private key file.

Certificate Export Wizard

CAMyCompanyapplication, pfx

Click Next.
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Certificate Export Wizard

Completing the Certificate Export
Wizard

‘fou have successfully completed the Certificate Export:
wizard.

‘fou have specified the Following settings:

File Mame 3T
Export Keys Yes
Include all certificates in the certification path Mo
File Format Person
Jdl | i

x|

< Back. I Firish I Cancel

Click Finish. The private key file is now in the specified path.
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Exporting the public key

This process is the same as the private key. | will display the exceptions here,

but just follow the Export private key instructions for the most part.

On the Export Private Key page of the wizard, choose No.

Certificate Export Wizard

Export Private Key
You can choose to export the private key with the certificate.

Private kevs are passward protected, IF wou wank ko export the private key with the
certificate, wou must bype a password on a later page,

Do o wank to export the private key with the cerkificate?

" Yes, expork the private key

C ¥ po, do not export the private key )

< Back. I Mext = I Cancel
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On the export file format page of the wizard, select either DER, or Base-64

options as they will give us a file with the .cer extension.

Certificate Export Wizard

Export File Format
Cettificates can be exparted in a wariety of File Formats,

x|

Select the Farmat wau wank bo use:

¥ DER encoded binary %509 {,CER)
" Base-64 encoded ¥.509 { .CER)

i~ Cryprographic Message Syntax Standard - PKCS #7 Certificates { P7E)

™| Include all certificates in kthe certification path if possitle

£ Personal Information Exchange - FRES #12 ( FE)

™| Include all certificates in kthe certification path if possitle
" | Enable strong proteckion (requires IE 5.0, KT 4.0 5P4 o above)

[T | Celete the private ket the expork is successtul

< Back. I Mexk = I

Cancel

Save the file with a .cer extension.

You now have the two files you need. Although it is a lot to document, once you

understand what you are doing, and have the needed items installed in the CA,
you can request a certificate and extract the needed keys in a minute or two.
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After all that, what do I do with these stupid files?

Whew, that was a lot to explain, but hopefully you are with me. Here is a quick
re-cap of what we have accomplished this far. We setup our code for ClickOnce
(more of that is needed now); we installed our CA which is a one time thing. We
created a reusable template for creating a Code Signing certificate with an
exportable private key (.pfx file). Lastly, we exported the public and private keys
from our installed certificate in our store.

The next thing we need to do is to setup our Trusted Publisher on our client

machine. Remember this is where we switch hats. We are now acting as the end

user (client). Copy the .cer file to the client machine. In the client (I am using a

VMWare virtual machine; you can use your workstation if you need to), open the

Certificate store for the computer (snap-in). Right click the Trusted Publisher

folder. Choose All Tasks -> Import.

FI-EW Certificates - Current User
=[] Personal

L[] Certificates

=1-[2] Trusted Rook Certification Authorities

L[] Certificates

-] Enterprise Trust

-] Intermediate Certification Autharities

I:l Ackive Directory User Obiject

=
-] Unt  Find Certificates. .
[ Thir
g True All Tasks Find Certificates. .,
(] Cer Wi 3
- Certificd. Moy Window From Here
EI@ Certific:
El@ Life  Mew Taskpad Yiew. .,
= efresn
_____ 3 Export Lisk, .,
..... D Help
. D e gt TEEECES

In the wizard, navigate to the .cer file and finish out the wizard with no other
changes. What we just did, was told the client computer that any software
pushed by the publisher described in the certificate should be trusted. The
certificate is signed by a trusted root because the CA that signed the certificate is
already trusted (we made sure of that before).

To see the certificate, you can double click the certificate (either the .cer file, or
the entry in the certificate store). It will show you the details:
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Certificate

iZeneral |Details I Certification R

Code Signing
Details

=1 Certificate Infor

is certificate is intended for theTollowing purpose(s):
*Ensures software came From saftware publisher

*Protects software From alkeration after publication

Who should be trusted and
what CA issued the
certificate

Issued to:

Jeffrey Moble

Issued by: Authoriky

valid from 2/12/2007 to 2/7/2009

@ ¥ou have a privake key that corresponds ta this certificate,

Issuer statement: |

Great! Now we are trusted.



Sign and Deploy

Signing and CAB

We are about to sign the manifest with our certificate. The problem is that since
we are using CAB, the shell project does not contain our smart parts or any other
references for that matter. When deploying a ClickOnce application the
ClickOnce output generated by Visual Studio includes the files and references in
the project being signed and deployed. This means that in a CAB environment
you either have to reference your modules in the shell, or modify the manifest
and re-sign it when you are done. | prefer not to add the references because one
of the benefits of using CAB is that it’s loosely coupled and | want to preserve
that. You can make your own decision. Adding the references is only for the
purpose of telling Visual Studio that you want to include the dlls in your bin
directory and that you want ClickOnce to include the files in your manifest. Again,
we will do it all manually.

Deploying the Shell

Let’s go ahead and deploy the shell. This will not include any modules. We will
add those later. In the shell project, select the Signing tab in the project
properties. In the following diagram, | have a test certificate installed. We will be
replacing this with our Code Signing certificate.

Application

Configuration: IN,I'.ﬁ. j PlatForm: IN,I'.ﬁ. j
Build
Build Events v Sign the Clickionce manifests
Certificate:
Debug Issued Ta DOMAIM, jnoble Select Fram Stare. .. |
Issued By DOMAINjnoble
Resources Intended Purpose <all= . |
Expiration Date  2/19/2008 7:16:01 FM Select from File. ..
5ettings Create Test Certificate. .. |

Reference Paths Mare Details. ., |

Timestamp server URL:

Signing® I
Security
I 1 Sign the assembly
Publish Choose a strong name key File:

I j Chiamge Password, .
r Delay sign only:
‘“When delay signed, the project will not run or be debuggable.
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Assigning the Code Signing Certificate

Click on the Select from File button. Navigate to your .pfx file. When prompted,

enter the private key password.

Enter password to open file 2| x|

Enter password to open file MyCompanyApplication. pFx

o |

Cancel |

After clicking Ok, you should see your Code Signing certificates information in

the certificate area.

Reference Paths

Tirnestamp setver URL:

Application
Configuration: INI.D. j PlatForm: IN,l'.ﬁ. j
Build
Build Events ¥ sign the Clickonce manifests
/'Certiﬁcate: \
Debug Issued To Jeffrey Moble Sielleret e SaiEe. |
Issued By Authaority
Resources Intended Purpose  DigitalSignature, Code Signing ’ |
Expiration Date  2/7/2009 11:13:14 AM Select from File...
Settings Create Test Certificate. .. |

More Details. .. |

Signing I
Security
[ Sign the assembly
Publish Choose 5 strong name key file:

r Delay sign anly.
‘When delay signed, the project will not run or be debuggable,

j Zhange Fassward!,

Finally Deploy the application

Ok, now build your project and then to deploy it, either select the Publish tab, or
choose Publish <project> on the Build menu. This will bring up a wizard. After the
first time, you can just click finish right away, but we will go through it here so that

you understand the steps.
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Publish Wizard

where do you want to publish the application?

Browse, ., |

Wou may publish the application to & web sike, FTP server, or file path.
Examples:

Disk path: :deployimyapplication

File share:  \lserverimyapplication

FTP server:  Fepififtp.microsoft, com/myapplication

Wieh site; hiEkp: i, rnicrosoft, comymyapplication

= Prexious | Mext = I Finish | Cancel

This is the location from the publish tab itself, it’s just giving you one last chance

to change your mind. | am using a file share here, but notice that you have
examples of other types of deployment options.

Click Next.
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Publish Wizard

How will users install the application?

1\ jnoble\DeployvProd),

Leave the default and click next.
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Publish Wizard

Will the application be available offline?

¥ ez, this application is available online or offline

& shortout will be added to the Start Menu, and the application can be uninstalled
via Add/Remove Programs.

" Mo, this application is only available online

= Mo shortcut will be added ko the Start Menu, The application will be run directh:

from the publish location,

< Previous | Mext = I Finish | Cancel |

The main difference is the shortcut on the start menu. This works well for me.

You can choose which ever one you want. Again, this is copied from the Publish

tab.
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Publish Wizard

Ready to Publish!

The wizard will now publish the application based on your choices,

The application will be published ka;
file: jfimoble/DeployProd)

When this application is installed on the client maching, a shortout will be added ta the Skart Menu, and the
application can be uninstalled via Add/Remove Programs.

< Previous Mexh = | Finish I Cancel

Ok, here we go!! Click Finish.

Your project will build and then publish to the deployment folder.

Errors

If you get any errors like the following:

Could not find a part of the path 'C:\...\bin\Debug\Shell.publish\Shell_x_x_x_x..
The easiest way to move on is to just bump the revision number up on the
Publish tab and republish.
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Test the Deploy

Now we are going to install the application, remember that this is just the shell.
Go to your client (end user) environment (my VMWare machine). Navigate to the
share (Start -> Run).

Run 2| x|

- Type the name of a program, folder, document, ar
& Internet resource, and Windows will open it For wou,

Qpen: I 1hinoble\DeployPRODY j

Ik I Cancel | Browse, .. |

In the window that opens you will see something similar to the following:

Mame = | Size | Tvpe | Date Modified

[yshel_1 00 7 File Folder 2/16/2007 4:51 PM
._Q publish, Rk QKB HTML Document 2116)2007 4:51 PM
;}setup.exe 424 KB Applicakion 2116)2007 4:51 PM
:E“Shell.applicatiun QKB Application Manifest 2/16/2007 4:51 PM
jSheII_l_EI_EI_E.applicatiu:un AKE  Application Manifest 2/16/2007 4:51 PM

Double click the Shell.application file. This will launch the click once install. First
you will see the application check the manifest on the server and determine if it
needs to install anything locally.

Launching Application il

v

Yerifying application requirements, This may kake a few moments,

For us this is the first time, so it will download the program and run it. Hopefully
all goes well up to now. If you notice (or didn’t notice) it did not ask you to ok the
publisher. We are all trusted now!
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Errors

If you see errors, you will want to do a couple things:

1. Run the exe in the bin directory. Make sure this an actual ClickOnce
problem and not a bug in your executable.

2. Look in the deployment directory (C:\1DeployPROD\Shell_1_0 0 4).
Compare the files to those in your bin directory. All of the files in the folder
will have a .deploy extension, but the files are unchanged (you could
remove the .deploy extensions to test the .exe).

a. If files are missing, which is likely when using CAB, then you've
found the reason for the error. You can either add the files in the
publish tab (application files button). Or you can add them manually
when we add the modules and their dependencies. The important
thing to realize is that the application did deploy and did try to run
(albeit with errors). The ClickOnce and signing portion really did
work.

Adding the Missing Files

Whether you had errors running, or just didn’t see your modules from CAB you
will need to add the missing files. The steps are simple. Just modify the manifest
to add the missing files, and then re-sign the manifest with our certificate.

There are a couple different ways to add files to the manifest. You can use the
tool that comes with .net called Mage. It has flavors for command-line and GUI.
Mine is installed in C:\Program Files\Microsoft Visual Studio 8\SDK\v2.0\Bin.

Using this tool has a couple limitations, and | have stumbled upon a better tool.

Tools to Manipulate the Manifest

If you want to know more about the options check out the ClickOnce Community
Resource Kit. It was put together by Brian Noyes. He is an authority on this stuff
(he even wrote the ClickOnce whitepaper for Microsoft). Get the ClickOnce
Community Resource Kit here:
http://www.gotdotnet.com/codegallery/releases/viewuploads.aspx?id=941d2228-
3bb5-42fd-8004-c08595821170

In that kit there is GREAT pdf showing you how to do all kind of things with both
Mage and his tool (which comes with the Resource Kit). My examples will use
Brian’s tool called Manifest Manager Utility.

To continue, please download and compile the Manifest Manager Utility.
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Fire the Manifest Manager Up

Before you start, you need to find all of the files you need to deploy. | would
suggest a manual run, because many of the problems | have had with CAB deal
not with ClickOnce, but with missing files. Create a directory and copy all of the
files in the shell bin folder to this new directory, then copy the module dlls and
referenced files from their bin folders to this new directory. When all of the
needed references and files are in there, run the shell.exe from the firectory and
test your application. If it doesn’t work in there, it won’t work when deployed via

ClickOnce. Ok, you’ve been warned!!

We will go through two different iterations to keep things clear. The first example
will simply add the files we need to the manifest and sign it. The second example
will give us the ability to run side-by-side versions of the same ClickOnce

deployed application.

Adding Missing Files
Run the Manifest Manager Utility. You will see the following screen:

=10l

File  Edit Help

H=2" IR
Application dentity: I
Wersion: I
Deployment Provider: I
Application M anifest: I Select... |

Application Files:
D ataFile

| File Mame | Relative Path

Click Open.
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In the Open File dialog box, choose the deployment manifest file. This is the file
that has a .application extension, it is in the root deployment folder and does
NOT contain the version in the name. For my example it looks like this:

Lack ir: | (2 1DeployPROD = F e
C3)Shell 1 0.0 2
Lshell 100 ¢
Ij'_:-hell.a|:||:||i|:.5|ti|:|r| -
Fshel 1 0 0 2. application
jSheII_l_D_D_4.app|iu:ati-:un
Dezkia p
ky Documents
"
by Computer
File narne: ISheII.appIicatinn j Open
Files of type: IDepIDymentManifests [*.application) j Cancel |
pA

Click Open.
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You will now see the files contained in your manifest. All we have to do is click
the add button:
_io/x]

File  Edit Help
Application [add Files | | SRS
Wersion: |1.D.D.4

Deployment Pravider: |fi|e: #/inoble/D eployPrad/Shell. application

Application Marifest: |S hell_1_0_0_4%Shell exe manifest Select... |

Application Files:

DataFile | File Mame Relative Path =l
» C1.win.C1FlexGrid. 2.dl

Commandadapters. dil

DevComponents. DothetBar2 dl

Infrastucture. Interface.dil

Infraztructurs. Library. dil

Infrastiucture. Module. di
M enuB uilder. dil
Menustate. di

Microzoft. Fractices, Composzitel] dil

Microzoft Fractices. Compositell \winForms. dil

Microzoft Fractices E nterpriseLibrany. Common. dil

oiaooioimoaioma

Microzoft Practices E nterprizelibram. Configuration. Design. dil

When using CAB, all of your files should be in the projects bin folder (especially if
you used the Guidance package to create your projects (I do). If not, don’t worry,
you will just have to get your files from many locations (each modules bin folder).
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Finally Adding the Files
| will navigate to my bin folder and select the missing files.

Add Application Files ﬂil
Look. in: I = Debug j 't-.; f | v

1) shell. publish
%] C1.Win, C1FlesxGrid. 2. di
ZallCenterMaodule. dil

CallZenterMadule. Interface. dil
| CallZenterModule, Interface, pdb
CallZenterModule. pdb

[‘E Commandadapters.dil

| Commandadapters, pdb

{=] csla.pdb

EE[ DeviZomponents . DothetBarz, di
ErnailMadule. dl

EmnailMaodule. Interface. dil
EmnailModule. Interface. pdb
EmnailModule. pdb

-
File name: I"Mic:rn:ns::nft.F'rac:tic:es.DI:nie::tEuiIder.dII" "EallEenj Open I
Filez of type: I,-'i'-,II Files [*.%] j Cancel |

My Documents

. 8

ky Computer |

| can’t forget CSLA (thanks Rocky)!!
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Don'’t forget this one if you use Enterprise Library:
Look in: IﬁDebug j ':..j ? = B

1) shell. publish
%] C1.Win, C1FlesxGrid. 2. di
ZallCenterMaodule. dil

CallZenterMadule. Interface. dil
| CallZenterModule, Interface, pdb
CallZenterModule. pdb
Desktap 4] Commandadapters.di
. I Commandadapters, pdb
‘ Csla,di

{=] csla.pdb
EE[ DeviZomponents . DothetBarz, di
ErnailMadule. dl
EmnailMaodule. Interface. dil
EmnailModule. Interface. pdb
EmnailModule. pdb

4] | i3

File name: I"Mic:rn:ns::nft.F'rac:tic:es.DI:nie::tEuiIder.dII" "EallEenj Open I

Filez of type: I,-'i'-,II Files [*.%] j Cancel |
P

My Documents

. 8

ty Computer |

Click Ok.
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Next you are provided with a destination location dialog:

Select destination Folder For application Files

@' Desktop -
uﬁ My Documents
= j Iy Cormpuker
[=] =e® Laocal Disk (C:

e 1DeployDEY

e 1DeployLauncher

) 1DeployPROD

|5) cas4Bcaszbecdbalzbzbl 7

|5 Config.Msi
[ DELL
[ Development
| Dacuments and Settings
T =% Cimioeles == ;I
Make Mew Folder | (] 4 I Zancel |
A

Select the location where you want these newly added files to live. | prefer to
keep them with the other files already in the manifest for the version that | am
about to push, so | will put them here:

Select destination folder For application Files

@ Desktop -
lD My Documents
= j My Computer
[= = Local Disk (2

& 1DeployDEY

@ 10eployLauncher

[ G 10eployPROD

) shel 1 00z

Shell_1 0 0 4
| cab4Bcas2bdodbal2bzb1 7
I Config.Msi
I DELL
[ e T o PN ey E ;I
flake Mew Folder | (] 4 I Cancel |

A

Click Ok.



Now the list of files should match the manual run test you did earlier. If everything
is ok, then all we need to do is save and sign the manifest. So just click the Save

button. You will see the following dialog:

Select Publisher Certificate to Sign Manifesk - ||:| |£|
Path: II::'\.MyEDmpany.-'l‘-.pplicatiDn.pf:-:
Pazzword: I

5 d Si C I
ave and Sign ance L

e Point the path to your .pfx file that we created so long ago.
e Type the password for the .pfx file.
e Click Save and Sign.

That'’s it!
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Testing It All Out

Go to your client machine environment and run the application from your share.
Mine looks like this:
\\inoble\DeployPROD\Shell.application

You should see:

Launching Application ll

5 9

Yerifving application requirements. This mayw take a few moments.

Then this:
(93%) Installing iLED - Production - |EI |£|
Installing iLED - Production %:’

This may take several minutes, You can use your computer to do other tasks
during the installation.

U_‘_E) Mame: - Production

Fram: % jnoble'\DeployPROD

Downloading: 3,76 MB of 4,01 ME

Cancel

(If you saw a dialog asking you anything, then your certificate is not trusted).
Then the application should run.

Viola!



Side by Side Execution

Earlier | spoke of running different version side-by-side. What | mean by this is |
want a development version (beta) and a production version (RTM) installed on
my machine. If we don’t do anything and just deploy two versions to two different
folders, the client will assume that they are the same version and overwrite the
last one each time you run. This is bad, especially if you want icons on the start
menu for each of them (offline mode of ClickOnce).

Telling ClickOnce They Are Different

Remember back in the Setting a Publishing Point section of this document that
we setup two deploy folders? Our folders were for production and development.
We have only been using production up until now.

We will leave the production one alone since we already have it deploying via
ClickOnce and it’s good to go. What we really have to do it tell ClickOnce to treat
our development version as if it's a totally separate application. Here is how we
do this:

Set the deployment location.

Set the name to development in ClickOnce.

Rename the manifest file.

Change the Application Identity in the deployment manifest.
Change the Deployment Provider in the deployment manifest.

oW

Sounds tricky huh? Well it isn’t. As a matter of fact only two changes are in
Visual Studio. The rest is in the Manifest Manager Ulility.
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So, go back to the shell and open the Publish page of the project properties.
Step 1: Set the deployment location to our development share.

Application

Build

Build Events
Debug
Resources
Settings
Reference Paths
Signing

Security

Publish*

Canfiguration: INI.D. j PlatFarm: IN,l'.D.

=

Publish Location

ublisning Location (web site, Fhp server, or File patn,i™s
I'l,'l,jncnble'l,DepIovDE\-"l, J

Installation URL (if different than abowve):

i
<

Install Mode and Settings
" The application is available anline only

% The application is available offline as well {launchable From Stark menu)

Application Files. ..

Prerequisites., .. |
Updates. .. |
Options. .. |
Publish Wersion
Iajor: inor: Biild: Revision:
f1 fo o =
v Autornatically increment revision with each publish
Publish Wizard. .. Publish Mow
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Step 2: Click the Options Button. Change the product name to show a new

name. This is the name that will show up on the Start Menu.

Publish Options

Fublish language: Your pUb"Sher goes
[ Defaul) here(arbitrary value)

Publisher name:

roduck narme: N
: - Development _)

Suppoark LRL:

I j Browse, ., |

Deployment web page:
Ipul:-lish.htm

v Automatically generate deplovment web page after everw publish
I Cpen deplayment web page after publish

™ Black application from being activated wia a URL

¥ Use " .deploy" file extension

™ allew URL patrameters ta be passed to application

[ Forch installations, auktomatically start Setup when CO is inserted

v Werify Files uploaded to a web server

Ik, I Cancel

Click Ok.
Build the application.

Publish the application.
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Step 3: In Windows Explorer rename the manifest file to a unique name, but

remember the name. | used this:

=] = Local Disk (iZ:)

= &2 1DeplovDEY
[ shell 1 001
[ shell_1 00 4
) shel 1 006
) shel 1 005
) shel 1 009

e 1DeployLauncher

oo
[Chshel_1 0 09

4 publish. bt

:‘J setup.exe

r Shell_1_0_0_1.applica
¥ Shell_1_0_0_4.applica

Size: 4,83 MEB
Files: Z1.\Win. C1Fle

{[6] §]

m; Shell_1_0_0_6, application
m; Shell_1_0_0_8, application

(e 1DeployPROD
[~ cabdnr a02hdedh31 2hoh1 7

—

Now fire up the Manifest Manager and open your new manifest. (Shell-
DEV.application in my case).

Step 4 & 5: Change the name in the Application Identity and the Deployment
Provider.

oix

File Edit Help
=~

Shell-DE'Y. application

{1.0.09
Deployment Provider: |file:a".finohle.-’DepluyDEWGEeII-DE\-".applic:ation p]

Application Manifest: |Shell 1_0.0 945hell exe.manifest

Application |dentity:

Wersion:

Select... |

Application Files:

DataFile |
3

Relative Path =l

File Mame
C1.win.C1FlexGrid. 2.dl

CalCentertodule. di

CalCentertodule. Interface.dl

Command&dapters. dil

Csladl

DevComponents. DothetBarz. di
Emailt odule. dil

EmailM odule. [nterface. dl

ILE DiAdministration. Librar. dil

iLE Di&dminiztrationtd odule. di

iLE DiAdrminiztrationt odule. | nterface. di
iLE DL auncherLibrar.di

a|a(ao|ao|ga|ajojg|a(o|a

Now just add the missing files and sign and save the manifest (shown in the
previous example labeled Finally Adding the Files).
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New Install

Background

Ok, so we know what to do and are all set, but how are we going to push out this
trusted publisher to the machines on our network? While | am sure that there are
many creative ways to do this. | came up with one that works for me. | hope it
works out well for you too.

All'l really wanted to do was to install my trusted certificate in a client machine.
Later | would add a desktop icon to the desktop, but I'll leave that for another
blog article. | decided to have a friend create a group policy in Active Directory
and that we would push an installer.msi onto the client machines on our network.
All I had to do was create an installer that would install our certificate (.cer file)
into the trusted publishers store on the client machines and the group policy
would push the software to the client and run the installer. Perfect! But how do
we do that.... After much research (and trial and error). We came up with the
following:

Creating the Installer

In Visual Studio add a new Setup Project (under Other Project Types, Setup and
Deployment).

2|
IR
Praoject bypes: Templates: 28| s
¢~ Business Inteligence Projects ¥isual Studio installed templates
(- Wisual Basic
--'v'isual i ! Setup Project ¥ Web Sebup Praject
E| Other Project Types _v_g]Merge Module Project % Setup Wizard
- Setup and Deployment EECP.B Project s/=| Smart Device CAB Project
i~ Database
- Extensibility

(- Guidance Packages

| Zreake a Windows Installer project to which files can be added

—
Mame: C I applicationInstaller _)

Lacation: IC:'|,Development'l,Projects'l,iLED'l,v1.D'l,SnurceCnntrol'l,iLED j Browse. .. |
(04 I Cancel |
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Setup the Setup
Now we have to add the certificate file to the installer.

i CH Detected [#] Build

Rebuild

Yiew F
Praject Oukput, ., | Add »
File... |
Merge Module. ..
Assembly. .. S checkIn...

Select your .cer file in the Add Files dialog.
We will place the .cer file in the System32 folder on the clients machine because

| don’t want them to mess with it and most people don’t even look in there. If they
do find i, it’s fine because it’s just a public key file. You can’t sign with it.
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Adding the System Folder

We have to add the System folder to our installer. Double click your .cer file in
the project and then right click the File System on Target Machine icon.
File Swskern on

" | N N
._é Applicatian fdd Special Folder » Comman Files Folder 1

-3 Userls Desktop [ User's Comman Files {64-bit) Folder
w1 b User’s Programs Menu ;_‘éuggr's

Fonts Folder
Praogram Files Folder

Program Files (64-bit) Folder

C System Folder ) |

System (54-bit) Folder

IUser's Application Daka Folder

Iser's Favorites Folder

IUser's Personal Data Falder

User's Send To Menu

ser's Start Menu

User's Skartup Folder

IJser's Template Folder
Windows Folder

Glabal Assembly Cache Faolder

Cuskaom Faolder

Now select the Application Folder and drag the certificate icon from the
Application folder to the System Folder:

Fila System on Target Machine | Mame | Type
{3 Application Folder =] MyCompanyapplication, cer File
ey o stem Folder

----- [ User's Desktop
w74 User's Programs Menu

So that takes care of deploying the certificate to the client. Now all we have to do
is have the installer put it in the trusted publishers store.

Trusted Publishers Installer Class
Add an installer class to your project

56



Froject tvpes: Templates:

-~ Business Intelligence Projects Yisual Studio installed templates

Wisual Basic

- Wisual C# _EWindows Application @CIass Library
- Wfindons EWindows Contral Library @Web Cantrol Library

[~ amart Device _:—3C0nsole Application @Winduws SErVicE

- Database [ Empty Project -E]Crystal Reports Application
- Skarker kits
-~ W'eh

- Other Project Types

- Setup and Deplovment
- Database

- Extensibility

[+ Guidance Packages

& project For creating a C# class library (.diD)

Mame: I applicationInstallerHelper|

Lacation: | Ci\DevelopmentiProjects\LED w1, 0\ SourceContraltiLED j Browse. ., |
[0]4 I Cancel |

Now delete the class1.cs and add an installer class to the project.

Froject tvpes: Templates:
Business Inkeligence Projects Yisual Studio installed templates
+]- Wisual Basic
- Wisual C# _EWindows Application @Class Library
- Windows EWindows Contral Library @Web Caontrol Library
[~ amart Device _:—gCDnsole Application EWinduws SErvice
- Database [ Empty Project ECrystal Reports Application
- Skarker kits
~Wi'eh

= Other Project Types

- Setup and Deplovment
- Database

- Extensibility

[+~ Guidance Packages

& project For creating a C# class library (.dl)

Mame: I applicationInstallerHelper|

Lacation: I Ci\DevelopmentiProjects\iLED v 1,0\ SourceContralliLED j Browse, .. |
Ok I Cancel |
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Next add a committed event to the class. This will get called by the installer when
it enters the commit phase of installation:

Propetties

ApplicationInstallerHelper System,Configuration, Install. Installer |... |

PH]
3=

gl ==

AfterInstall
AfterRollback,
AfterUninstall
BeforeInstall
BeforeRolback,
Beforelninstall

Commitked ApplicationInstallerHelper_Committed
Cammitting

Add the following code to the Committed event handler:

using System.Security.Cryptography.X509Certificates;

private void ApplicationInstallerHelper Committed(object sender,
InstallEventArgs e)

{

}

X509Certificate? certificate = new
X509Certificate2 (Environment.GetFolderPath (Environment.SpecialFol
der.System) + @"\MyCompanyApplication.cer");

X509Store trustedPublisherStore = new
X509Store (StoreName.TrustedPublisher,
StoreLocation.LocalMachine) ;
try
{
trustedPublisherStore.Open (OpenFlags.ReadWrite) ;
trustedPublisherStore.Add (certificate);
}
catch (InstallException ex)
{
// write to eventlog here.
}
finally
{
trustedPublisherStore.Close () ;
}

This code creates a new certificate object and loads our certificate from the file. |
use the environment.GetFolderPath () function to get the actual path of the
system32 folder on the client machine.
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Next | create a Certificate Store object and set it to the Trusted Publisher and
Local Machine (as opposed to the user scope). This will install in the proper
place for trusted publishers on the client machine.

Finally | just open the store, add the certificate and close the store.

Installer Meet Installer Class

We have all that we need to work except there is no communication setup
between the installer class and the installer. To make this work it takes two steps.
1. Add the installer class output to the installer project.
2. Add custom events to the installer project so that each phase of the install
will notify our installer class. (We have code in the committed event that
our class will react to).

First add the installer class output to the installer project.
RS ~pplicationlnstaller
: ..... 3 Det|

= L I P

Vi

Add Project Cutpuk, .,

File. ..

Merge Module. ..

= CheckIn... assembly,.,
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Select the installer class:

Add Project Dutput Group ilil
Project: (IP-pplicatinnlnstallerHelper j

Primary output

Localized resources

Debug Symbiols

Conkent Files

Source Files

Documentation Files

#ML Serialization Assemblies

| ﬂ
Configuration: I{F'.I:I:ive} j

Description:
Contains the DLL or EXE built by the project, ﬂ
=

| Ik I Cancel

Make sure primary output is selected.

Next right click the application installer project and select Custom Actions from
the View menu.

Rebuild allerHelper (Active)

Wiew S File System
add gﬁ Reqgistry

. _;J File Types

9 User Interface

Check In... |; Custom Actions

Yiew Pending Checkins e Launch Conditions

Now right click each folder in the custom actions and add a Custom Action
Cuskarn Actions

Cl Co Add Cuskom Action, ..
3 R g
= Fe)
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Select the Application Folder select the Primary output from your Installer Class

and click Ok.
Lok in: IL_g Application Folder j g
EF‘rimary output From ApplicationInstallerHelper (Ackive) Add File, .. |
add Cukput, ., |
Add Assembly. .. |

Source path: I

Files of type: IExecutaI:uIe and Scripk Files (*.exe;*.dll;*.vtj

Ik I Cancel

Do this for each folder. You should be left with the following:

a Cuskam Ackions
Eh__l Install

P ﬂ Primary oukput From ApplicationInstallerHelper (Active)
=0 Commit

P ﬂ Primary oukput From ApplicationInstallerHelper (Active)
Eh__l Follback

P ﬁ Primary oukput From ApplicationInstallerHelper (Active)
=2 Uninskall

------ g Primary oukput From ApplicationInstalerHelper (Active)

*We only really care about the Commit Action, but | like to add these because if |

ever need to react to different events in my installer class, it’s all hooked up for

me.

That'’s it!
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Test it out

Now compile the Application installer and you can run the .msi file it creates on
your client to automatically install the certificate in the Trusted Publisher store.

Once you verify that it works (just check the snap-in to see your certificate in the
Computer Store’s Trusted Publisher folder). Then we can give the installer to the
group policy. The group policy will then push this out and run it for us.

Ty-ing It All Together

The rest of this article was written by Ty Ryan. Ty is a Systems Administrator and
VMWare expert. He enjoys long walks on the beach and quiet evenings with his
laptop.

Here are his instructions for adding this .msi to Active Directory Group Policy.

Assigning Applications via GPO’s

In this document we are going to discuss how to create Group Policy Objects in
order to publish or assign applications create by OneClick. Only use this
technique to deploy certain types of applications. Specifically, you can install
Windows Installer packages (.MSl files), Transform Files (.MST files), and patch
files (.MSP files).

Providing the application to assign

e The very first step is to create an MSI which will be pushed via Group
Policies Objects.

e To create, manage, backup, import, or report group policy settings | would
suggest using Microsoft's GPMC (Group Policy Management Console)
which provides a Ul to better manage all GPO’s.

e You can go directly to Microsoft’s site to get GPMC by clicking here and if
you would like more information on managing group policies, follow this
link.

e To create your group policy right-click on the Active Directory OU you wish
to apply or test it and click Create and Link a GPO Here...
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Link an Buisting GPO...
v Block Inhertance

Group Policy Modeling Wizard...
MNew Organizational Unit

View »
Mew Window from Here

Delete
Fename
Fefresh

Froperties

Help

Now, provide a name for your GPO and click OK.

New GPO

eme:  [New Group Pty Ot

Go ahead and right-click on the new GPO and click Edit.

Erforced
v Link Enabled

Save Report...

Delete
Fename
Fefresh

You will now be able to modify the settings necessary to install ClickOnce
applications remotely.

Click on the “+” of Software Settings under User Configuration, then right-
click on Software installation, New, Package...

63



File  Action View Help

& B 2 B 2

_Efj Test GPO [lefdc04 lefdomain.com] F | Name Vet
+ Computer Configuration
|User Configuration
=-{Z3 Scftware Seftings
w Software installation
+-[2 Windows Settings Mew b Package.. l
+-[27] Administrative Template

View 3

Faste
Refresh

Export List...
Froperties

Help

T

Select deployment method:

" Published
* Assigned
" Advanced

Select this option to Assign the application without modifications.

QK | Cancel

e Select Assigned to install the application the next time the user logs into
Windows. More info about the difference between Published or Assigned
applications can be found here. Be sure that the application to be
assigned is in a centrally located share easily accessible by domain
controllers and users.

¢ Right-click on the newly created software installation assignment and click
Properties.
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On the second tab, Deployment, be sure to select Install this application at
Logon and then click OK.

Test Application Properties
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Specifiez whether to fully inztall the application rather than
merehy advertizing it by a shortcut. Thiz option iz onby
available for az=igned applications, not publizhed
applications. If the computer or uzer to whom the application
iz az=igned has a slow connection, yvou might want to avoid
thiz opticn because the startup and logon process willtaks a
long time when a large application iz first az=signed.

If the application to be installed requires Local Administrator privileges for
a successful deployment, then elevated privileges will have to be enabled
within the GPO used to assign the application at next logon. This can be
accomplished by enabling Always install with elevated privileges located
under Computer and User Configuration, Administrative Templates,
Windows Components, MSI Installer.
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